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This Terraform module will create, manage, and update AWS-managed Config Rules. It has the following features: 200+ managed rule definitions for easy deployment: Each rule includes a description and a severity setting (e.g. Low, Medium, High, and Critical) Optional and required parameters for a rule can be passed in via Terraform variables
Rules can be modified (and added) by the users of this module without updating the module New rules will be added over time by the maintainers Deploy managed rules in a specific AWS account (the default) or for an Organization Deploy Rule Packs, which are groups of rules that correspond to a compliance standard (e.g. NIST 800-53, CIS Best
Practices, etc.) Packs deployed are de-duplicated (you can specify Packs which have overlapping rules without deploying the same rule multiple times) Optionally exclude specific rules This module was created because we wanted a Terraform-native way to deploy groups of AWS-managed Config Rules across our Organization and within specific
accounts. The natural choice is to deploy Conformance Packs, but these have some downsides: Rules are specified in each pack, so if you want to change the definition of a config for a rule across multiple packs, you have to edit each YAML file. If you want to exclude rules, you have to search in the pack for the rule and delete them from each Rule
duplication Rule visibility: changing individually deployed Terraform rules is more granular than packs See the examples directory for more details and complete examples. But as a quick example, if you wanted to: Deploy all the rules associated with NIST 800-53 rev 4 and Operational Best Practices for Logging Change the access-keys-rotated age
time in days to 60 Exclude ec2-imdsv2-check rule Change the Config Rule description for the acm-certificate-expiration-check rule You would do something like: module "managed rules" { source = "." rule packs = [ "Operational-Best-Practices-for-Operational-Best-Practices-for-Logging", "Operational-Best-Practices-for-NIST-800-53-rev-4", ]
access_keys rotated parameters = { maxAccessKeyAge = "60" } rules to _exclude = [ "ec2-imdsv2-check", ] rule overrides = { acm-certificate-expiration-check = { description = "Some other description I think people will like" } } } This section discusses some of the internal construction of this module. The information provided is not necessary to
get started, but helpful to understand what's being done, advanced configuration, how it's built, etc. A rule pack is a list/array of rules associated to a security/compliance standard like NIST 800-53. The rules that make up these packs are derived from AWS's Conformance Packs. In the files directory of this repo, you will find two files: A YAML file
containing all of the Config Rules associated with each pack A text file containing only a newline separated list of all the packs The text file is included to provide the users of this module with an easy to read list of all the packs that exist. These are what you pass to the rule packs Terraform input variable if you want to deploy packs. The YAML file
provides a human and machine readable association of the AWS-managed Config Rules to the Conformance Packs. This is used by the Terraform module to derive which rules are associated to which pack. These files are generated by the maintainers of this module running scripts/generate-rule-pack-info.rb and committing the results to the
repository. The managed rules are defined in the local.managed rules variable; the following is a sample of a few rule definitions that we will go over in detail: locals { managed rules = { access-keys-rotated = { description = "Checks if the active access keys are rotated within the number of days specified in maxAccessKeyAge. The rule is

NON COMPLIANT if the access keys have not been rotated for more than maxAccessKeyAge number of days." input parameters = var.access_keys rotated parameters severity = "Medium" } account-part-of-organizations = { description = "Checks if an AWS account is part of AWS Organizations. The rule is NON_COMPLIANT if an AWS account is
not part of AWS Organizations or AWS Organizations master account ID does not match rule parameter MasterAccountld." input parameters = var.account part of organizations parameters severity = "Low" } acm-certificate-expiration-check = { description = "Checks if AWS Certificate Manager Certificates in your account are marked for
expiration within the specified number of days. Certificates provided by ACM are automatically renewed. ACM does not automatically renew certificates that you import." input_parameters = var.acm_certificate expiration check parameters resource types _scope = ["AWS::ACM::Certificate"] severity = "Medium" } } } Things to note: The rule name is
the key to each item in the map The rule name corresponds to the managed rule identifier Most managed rule names match the identifier, just upper-cased and using underscores instead of hyphens. A handful do not; this module changes the name of the rule to match the identifier when the two do not match up. AWS Config has a 256 character limit
for descriptions. Descriptions were taken from the managed rule list, but occasionally had to be truncated to make them fit. For rules with input parameters, a variable will be present in the form of rule name parameters. When possible, these are typed to provide guidance and guardrails, but until optional types in Terraform are fully supported,
many parameters are not typed. Regardless of what the Config Rule says in terms of types (e.g. int, etc.) from what we've seen, the rule ultimately expects the value passed in to be a string. Keep this in mind when passing in input parameters Severity has no impact on the Config Rule and provided purely as metadata for consumption in downstream
tooling. Rule severity was derived from looking at rules/controls in Security Hub standards, and when not available, at the best judgement of this module's maintainers Rules can be overridden and new rules can be added. If AWS came out with a new rule called account-name-starts-with, and you wanted to add support for it right away, you could add
the following as an input variable to the module: rule overrides = { account-name-starts-with = { description = "Checks if an AWS account's name starts with the string provided. The rule is NON_COMPLIANT if an AWS account does not start with the name provided" severity = "Medium" # completely optional, since 'severity' is metadata only

input parameters = { accountNameStartsWith = "myorgname" } } } This variable can also be used to change/override any settings for any managed config rule previously defined In this post, I show how you can use AWS Organizations, AWS Config, and HashiCorp’s Terraform to deploy guardrails at scale. AWS Config provides configuration,
compliance, and auditing features that are required for governing your resources and providing security posture assessment at scale. With its recent support for AWS Organizations, AWS Config makes it possible for you to manage your organization centrally, with rules deployed either with AWS CloudFormation or Terraform. Terraform is an IaC
solution that operates in a way similar to AWS CloudFormation, the AWS native IaC solution. If you plan to use Terraform to manage your AWS environment, this post shows how to deploy controls. AWS CloudFormation also providers resources and properties for deploying organization AWS Config rules. Architecture When the solution described in
this post is deployed, Terraform creates the following infrastructure: Figure 1: Architecture shows interaction between Terraform, AWS Config rule, and aggregator. In this solution, AWS Config and the configuration recorder and delivery channel must be run in the delegated administrator and member accounts. The administrator account
aggregates its findings through AWS Organizations. In the secondary/member accounts, Config is collecting data on resources in the environment, and making a determination of compliant or non-compliant based on the AWS Config rules. For more information, see Evaluating Resources with AWS Config Rules in the AWS Config Developer Guide.
AWS Organizations allows us to take an approach of centralizing our rules so that they’re deployed out automatically to other accounts in the Organization. After the data is collected from the accounts, you can aggregate the findings into one account - ideally the administrator account where the aggregator is created. The process of creating the
aggregator is done from the account aggregator because otherwise users would have to specify the accounts that are aggregated and find some method for updating the aggregation. Variables The attached variables.tf file contains the following variables for the S3 bucket that’s used for the AWS Config history. The variables are for the bucket policy,
to allow AWS Config to post its findings into the bucket and determine is server-side encryption is enabled in the bucket. encryption enabled: Takes in a Boolean value and determines if S3 bucket will have server-side encryption enabled. password parameters: Mapped string that feeds a JSON object into input parameters for the AWS Organizations
AWS Config Rule. config role name: Name of the IAM role AWS Config uses used for the service and organization aggregator. aggregator name: Name of the AWS Config aggregator that resides in the parent account. Configuration Recorder To use AWS Config organization Rules, you must create a configuration recorder and delivery channel. The
configuration recorder is used to detect configuration changes in the resources that you’re monitoring. It captures these changes as configuration items. You can customize AWS Config to record changes for all supported types of resources or for only those types that are relevant for you. With AWS Config, you can specify if you want these resources
supported in all AWS regions. Most AWS services are region-agnostic, but some resources, like those for (IAM) and CloudFront, are global. It’s important to consider this when tracking compliance in your environment. AWS Config charges are based on every configuration item being recorded. If there is duplicate reporting on these resources, you
run the risk of paying extra for those duplicate items. To avoid duplicate alerts and unnecessary additional costs, you should define AWS Config rules based on which resources are being tracked to support only one Region (There is a working example later in this post.). We strongly recommend setting to allSupported true. AWS Config will add
support for a new type of global resource and start recording resources of that type automatically. Terraform allows you to make specific API calls for the recording group through an optional parameter. For more information, see Resource: aws_config configuration recorder on the Terraform website. After you create the configuration recorder, the
Terraform stack (in the file config.tf file) starts creating the delivery channel, which determines to which S3 bucket the configuration information will be delivered. Before you can create a delivery channel, you must first create a configuration recorder. You can download the source code from the following Github repo. AWS Config rules AWS Config
rules now include support for AWS Organizations. You can use this functionality to scale security controls in your environment with zero overhead. AWS Config has introduced multi-account, multi-Region data aggregation (discussed later in this post) and allowed users to have centralized auditing for governance. Organization AWS Config rules allow
you to limit the rules launched on a per-account basis and deploy from a single delegated administrator account that includes all accounts in an organization. After the delivery channel and configuration recorder are created, the Terraform configuration creates the organization-managed rules, as shown in the following code: # AWS Config Rule that

manages IAM Password Policy resource "aws_config organization managed rule" "iam policy organization config rule" count = data.aws _region.current.name == "us-east-1" ? 1 : 0 depends_on = [ aws_config configuration recorder.config recorder ] input parameters = lookup(var.password parameters, "iam-password-policy", "") name = "iam-
password-policy" rule identifier = "IAM PASSWORD POLICY" # AWS Config Rule that manages IAM Root Access Keys to see if they exist resource "aws_config organization managed rule" "iam root_access key organization config rule" count = data.aws_region.current.name == "us-east-1" ? 1 : 0 depends on = [
aws_config configuration recorder.config recorder ] name = "iam-root-access-key-check" rule identifier = "IAM ROOT ACCESS KEY CHECK" There are a few things to mention about this configuration. The count parameter helps simplifying configurations. It allows you to scale resources by simply incrementing a number. In this case, to avoid

redundant monitoring, the count parameter is used to make sure that the IAM config rules are only created in us-east-1. The managed organization rules are created with the IAM account password policy and IAM root user access key check. Because IAM resources are global and these resources are being deployed across multiple AWS Regions (us-
east-1 and us-east-2), you want to avoid creating these rules in both Regions because they’re only needed in one Region. When you launch the organization rules, you can verify from a single rule the root access key in place on an account and the configuration of every AWS account’s password policy. The rule identifier parameter is used to identify
the managed rule. There are also some managed AWS Config rules that take in specific input parameters. In this case, the input parameter uses the lookup feature, which retrieves a value of a single element from a map, given its key. If no value exists, a default value is provided (in this case, an empty string). For more information about managed
rules in many different categories, see List of AWS Config Managed Rules in the AWS Config Developer Guide. Running the Terraform script After you’ve downloaded the source code, make sure that you're in the folder. Before you run terraform plan or terraform apply, initialize the working directory that contains the Terraform configuration files by
running terraform init. You can run this command multiple times without interfering with pre-existing resources or modifications to existing resources. Now run terraform apply in your terminal. The output should show that all resources are complete. AWS Config aggregator One of the notable benefits of AWS Config is its ability to aggregate findings
in many ways, through multi-Region or single Region capabilities. AWS Config allows users to customize their aggregation strategy for centralizing their findings to establish governance. You can configure the aws_config configuration aggregator resource. The aggregator can be configured for multiple accounts, or it can be done for the entire
organization, as shown in the following source code: resource "aws_config configuration aggregator" "organization" { name = var.aggregator name organization _aggregation source { all regions = true role arn = "arn:${data.aws_partition.current.partition}:iam::${data.aws_caller identity.current.account _id}:role/${var.config role name}" } }

The AWS Config aggregator takes the IAM Role configured for AWS Config. It requires the following API calls to retrieve information from AWS Organizations about the data that it’s collecting from the accounts (that reside within your organization). { "Action": [ "config:GetOrganizationConfigRuleDetailedStatus", "config:Put*",
"organizations:ListAccounts", "organizations:DescribeOrganization", "organizations:ListAWSServiceAccessForOrganization", "organization:EnableAWSServiceAccess" ], "Effect": "Allow", "Resource": "*" } After the Terraform stack has been launched, open the AWS Config console and go to the aggregated view of the rules. Figure 2: Aggregated view
of rules in the AWS Config console Cleanup Before destroying the Terraform configuration, you must first empty the S3 bucket where the AWS Config findings are stored. For information see How do I empty an S3 Bucket? In the Amazon Simple Storage Service Console User Guide. Then, if you haven’t done already, initialize the directory. Lastly, run
terraform destroy to tear down the Terraform configuration. Conclusion In this post, I showed you how to use Terraform to deploy AWS Config Rules and its organization functionality. The solution discussed in this post makes it possible for users to scale out their auditing foot-print within AWS. Through the AWS provider for Terraform, you can
manage and scale rules through infrastructure as code. For more information, see AWS Config documentation, AWS Organizations documentation, and Terraform documentation. About the Author Bo Lechangeur is a Cloud Infrastructure Architect for AWS Professional Services. Bo enjoys helping customers build automated solutions and solving
complex problems to help them through their journey in AWS. In this post, I show how you can use AWS Organizations, AWS Config, and HashiCorp’s Terraform to deploy guardrails at scale. AWS Config provides configuration, compliance, and auditing features that are required for governing your resources and providing security posture assessment
at scale. With its recent support for AWS Organizations, AWS Config makes it possible for you to manage your organization centrally, with rules deployed either with AWS CloudFormation or Terraform. Terraform is an IaC solution that operates in a way similar to AWS CloudFormation, the AWS native IaC solution. If you plan to use Terraform to
manage your AWS environment, this post shows how to deploy controls. AWS CloudFormation also providers resources and properties for deploying organization AWS Config rules. Architecture When the solution described in this post is deployed, Terraform creates the following infrastructure: Figure 1: Architecture shows interaction between
Terraform, AWS Config rule, and aggregator. In this solution, AWS Config and the configuration recorder and delivery channel must be run in the delegated administrator and member accounts. The administrator account aggregates its findings through AWS Organizations. In the secondary/member accounts, Config is collecting data on resources in
the environment, and making a determination of compliant or non-compliant based on the AWS Config rules. For more information, see Evaluating Resources with AWS Config Rules in the AWS Config Developer Guide. AWS Organizations allows us to take an approach of centralizing our rules so that they’re deployed out automatically to other
accounts in the Organization. After the data is collected from the accounts, you can aggregate the findings into one account - ideally the administrator account where the aggregator is created. The process of creating the aggregator is done from the account aggregator because otherwise users would have to specify the accounts that are aggregated
and find some method for updating the aggregation. Variables The attached variables.tf file contains the following variables for the S3 bucket that’s used for the AWS Config history. The variables are for the bucket policy, to allow AWS Config to post its findings into the bucket and determine is server-side encryption is enabled in the bucket.
encryption_enabled: Takes in a Boolean value and determines if S3 bucket will have server-side encryption enabled. password parameters: Mapped string that feeds a JSON object into input parameters for the AWS Organizations AWS Config Rule. config role name: Name of the IAM role AWS Config uses used for the service and organization
aggregator. aggregator name: Name of the AWS Config aggregator that resides in the parent account. Configuration Recorder To use AWS Config organization Rules, you must create a configuration recorder and delivery channel. The configuration recorder is used to detect configuration changes in the resources that you’re monitoring. It captures
these changes as configuration items. You can customize AWS Config to record changes for all supported types of resources or for only those types that are relevant for you. With AWS Config, you can specify if you want these resources supported in all AWS regions. Most AWS services are region-agnostic, but some resources, like those for (IAM) and
CloudFront, are global. It’s important to consider this when tracking compliance in your environment. AWS Config charges are based on every configuration item being recorded. If there is duplicate reporting on these resources, you run the risk of paying extra for those duplicate items. To avoid duplicate alerts and unnecessary additional costs, you
should define AWS Config rules based on which resources are being tracked to support only one Region (There is a working example later in this post.). We strongly recommend setting to allSupported true. AWS Config will add support for a new type of global resource and start recording resources of that type automatically. Terraform allows you to
make specific API calls for the recording group through an optional parameter. For more information, see Resource: aws_config configuration recorder on the Terraform website. After you create the configuration recorder, the Terraform stack (in the file config.tf file) starts creating the delivery channel, which determines to which S3 bucket the
configuration information will be delivered. Before you can create a delivery channel, you must first create a configuration recorder. You can download the source code from the following Github repo. AWS Config rules AWS Config rules now include support for AWS Organizations. You can use this functionality to scale security controls in your
environment with zero overhead. AWS Config has introduced multi-account, multi-Region data aggregation (discussed later in this post) and allowed users to have centralized auditing for governance. Organization AWS Config rules allow you to limit the rules launched on a per-account basis and deploy from a single delegated administrator account
that includes all accounts in an organization. After the delivery channel and configuration recorder are created, the Terraform configuration creates the organization-managed rules, as shown in the following code: # AWS Config Rule that manages IAM Password Policy resource "aws_config organization managed rule"

"iam policy organization config rule" count = data.aws region.current.name == "us-east-1" ? 1 : 0 depends on = [ aws_config configuration recorder.config recorder ] input parameters = lookup(var.password parameters, "iam-password-policy", "") name = "iam-password-policy" rule identifier = "IAM _PASSWORD POLICY" # AWS Config Rule
that manages IAM Root Access Keys to see if they exist resource "aws_config organization managed rule" "iam root _access key organization config rule" count = data.aws_region.current.name == "us-east-1" ? 1 : 0 depends _on = [ aws_config _configuration recorder.config recorder ] name = "iam-root-access-key-check" rule identifier =
"TAM_ROOT ACCESS KEY CHECK" There are a few things to mention about this configuration. The count parameter helps simplifying configurations. It allows you to scale resources by simply incrementing a number. In this case, to avoid redundant monitoring, the count parameter is used to make sure that the IAM config rules are only created in
us-east-1. The managed organization rules are created with the IAM account password policy and IAM root user access key check. Because IAM resources are global and these resources are being deployed across multiple AWS Regions (us-east-1 and us-east-2), you want to avoid creating these rules in both Regions because they’re only needed in one
Region. When you launch the organization rules, you can verify from a single rule the root access key in place on an account and the configuration of every AWS account’s password policy. The rule identifier parameter is used to identify the managed rule. There are also some managed AWS Config rules that take in specific input parameters. In this
case, the input parameter uses the lookup feature, which retrieves a value of a single element from a map, given its key. If no value exists, a default value is provided (in this case, an empty string). For more information about managed rules in many different categories, see List of AWS Config Managed Rules in the AWS Config Developer Guide.
Running the Terraform script After you’ve downloaded the source code, make sure that you’'re in the folder. Before you run terraform plan or terraform apply, initialize the working directory that contains the Terraform configuration files by running terraform init. You can run this command multiple times without interfering with pre-existing
resources or modifications to existing resources. Now run terraform apply in your terminal. The output should show that all resources are complete. AWS Config aggregator One of the notable benefits of AWS Config is its ability to aggregate findings in many ways, through multi-Region or single Region capabilities. AWS Config allows users to
customize their aggregation strategy for centralizing their findings to establish governance. You can configure the aws _config configuration aggregator resource. The aggregator can be configured for multiple accounts, or it can be done for the entire organization, as shown in the following source code: resource

"aws_config configuration aggregator" "organization" { name = var.aggregator name organization aggregation source { all regions = true role arn = "arn:${data.aws_partition.current.partition}:iam::${data.aws_caller identity.current.account id}:role/${var.config role name}" } } The AWS Config aggregator takes the IAM Role configured for

AWS Config. It requires the following API calls to retrieve information from AWS Organizations about the data that it’s collecting from the accounts (that reside within your organization). { "Action": [ "config:GetOrganizationConfigRuleDetailedStatus", "config:Put*", "organizations:ListAccounts", "organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization", "organization:EnableAWSServiceAccess" ], "Effect": "Allow", "Resource": "*" } After the Terraform stack has been launched, open the AWS Config console and go to the aggregated view of the rules. Figure 2: Aggregated view of rules in the AWS Config console Cleanup Before destroying the
Terraform configuration, you must first empty the S3 bucket where the AWS Config findings are stored. For information see How do I empty an S3 Bucket? In the Amazon Simple Storage Service Console User Guide. Then, if you haven’t done already, initialize the directory. Lastly, run terraform destroy to tear down the Terraform configuration.
Conclusion In this post, I showed you how to use Terraform to deploy AWS Config Rules and its organization functionality. The solution discussed in this post makes it possible for users to scale out their auditing foot-print within AWS. Through the AWS provider for Terraform, you can manage and scale rules through infrastructure as code. For more
information, see AWS Config documentation, AWS Organizations documentation, and Terraform documentation. About the Author Bo Lechangeur is a Cloud Infrastructure Architect for AWS Professional Services. Bo enjoys helping customers build automated solutions and solving complex problems to help them through their journey in AWS. Please
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connector-logging-enabledtransfer-connector-taggedtransfer-family-server-no-ftptransfer-profile-taggedtransfer-workflow-descriptiontransfer-workflow-taggedvirtualmachine-last-backup-recovery-point-createdvirtualmachine-resources-in-logically-air-gapped-vaultvirtualmachine-resources-protected-by-backup-planvpc-default-security-group-
closedvpc-endpoint-enabledvpc-flow-logs-enabledvpc-network-acl-unused-checkvpc-peering-dns-resolution-checkvpc-sg-open-only-to-authorized-portsvpc-sg-port-restriction-checkvpc-vpn-2-tunnels-upwafv2-logging-enabledwafv2-rulegroup-logging-enabledwafv2-rulegroup-not-emptywafv2-webacl-not-emptywaf-classic-logging-enabledwaf-global-
rulegroup-not-emptywaf-global-rule-not-emptywaf-global-webacl-not-emptywaf-regional-rulegroup-not-emptywaf-regional-rule-not-emptywaf-regional-webacl-not-emptyworkspaces-root-volume-encryption-enabledworkspaces-user-volume-encryption-enabled This post demonstrates how to enable AWS Config and deploy a sample AWS Config
Conformance pack using HashiCorp’s Terraform. AWS Config provides configuration, compliance, and auditing features required for governing your resources and providing security posture assessment at scale. This service lets you create managed rules, which are predefined, customizable rules that AWS Config uses to evaluate whether your AWS
resources comply with common best practices. An AWS Config conformance pack is a collection of AWS Config rules and remediation actions defined as YAML templates. Conformance Packs can be easily deployed as a single entity in an account and a Region or across an organization within AWS Organizations. AWS provides sample Conformance
Pack templates for various compliance standards and industry benchmarks. You can download every conformance pack template from GitHub. This blog will work with the Conformance pack around Operational Best Practices for Amazon Simple Storage Service (S3). Note that you can utilize this mechanism for other sample conformance packs or for
your own. Terraform is a on open-source, infrastructure as code (IaC) software tool, similar to AWS CloudFormation, the AWS native IaC solution. Infrastructure as code (IaC) is the process of provisioning and managing your cloud resources by writing a template file that is both human readable and machine consumable. In February 2021, HashiCorp
Terraform announced support for AWS Config Conformance pack as part of its AWS provider version 3.28.0. If you plan to use Terraform to manage your AWS environment, this post demonstrates how to deploy AWS Config and Conformance packs by using Terraform. As shown in the following picture, you use a Terraform configuration to create a
Conformance pack in your AWS account. This Conformance pack will deploy rules around operational best practices for Amazon S3: Figure 1: Architecture shows interaction between User, Terraform, AWS Config and Conformance Pack Prerequisites To complete the steps in this blog, you will need the following: * An AWS account with permissions to
AWS Config, Amazon S3, and CloudFormation. Make sure to check the prerequisites for using AWS Config. * Download and set up Terraform. You can see these instructions to get started with Terraform on AWS. ¢« Make sure you have installed the AWS Command Line Interface (AWS CLI) and configured access to the AWS account you would like to
deploy to. You can also utilize AWS CloudShell and deploy the solution. Walkthrough In this blog, we highlight two different methods you can follow to set up Conformance Packs with Operational Best Practices for S3. The first method assumes you are using AWS Config for the first time and have not yet enabled it in your AWS account. In the
Terraform script, you will enable Config and deploy the Conformance pack. In the second method, we assume you have already enabled Config, and show you how to use Terraform to deploy the Conformance Pack. In both methods, follow the same instructions until it is time to update your Terraform script, or the main.tf file. Ensure that your AWS
CLI is configured in your terminal. You will need to input your AWS Access Key ID and Secret Access Key. $ aws configure Next, write your Terraform configuration. The configuration is a set of files that describe infrastructure in Terraform: $ mkdir learn-terraform-conformance-packs Change into this directory: $ cd learn-terraform-conformance-
packs You will now create a file entitled “main.tf” to define your infrastructure: $ touch main.tf Open main.tf in your text editor, paste in the following Terraform configuration file, and save the file. Terraform Configuration to enable AWS Config and deploy a conformance pack If you have already enabled Config, scroll to use “Terraform Configuration
to just deploy the conformance pack” section. provider "aws" { region = "us-east-1" } #-------------- # S3 Variable #-------------- variable "encryption _enabled" { type = bool default = true description = "When set to 'true' the resource will have AES256 encryption enabled by default" } # Get current region of Terraform stack data "aws_region" "current"
{} # Get current account number data "aws _caller identity" "current" {} # Retrieves the partition that it resides in data "aws partition" "current" {} # # set up the AWS IAM Role to assign to AWS Config Service # resource "aws_iam role" "config role" { name =
"awsconfig-example" assume role policy =
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